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mboigitaat CISO as a Service....

Verbeteren
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mbouigitaat NBA model

|

GOVERNANCE PROCESSEN TECHNISCHE WEERBAARHEID
Strategie Human Resources MFA - Thuiswerken
1.1 4.1/4.2/4.3/4.4/45/4.6 11.2/11.3
. 5.1/5.2/6.1/6.2/6.3/6.4
Beleid ITIL 7.1/7.2/7.3/7.4/75/76 AP SOC SIEM
1.2 12.1/12.2 11.4
Architectuur Datamanagement IF¥ A Pentesten
14 8.1/8.2/8.3/9.1/9.2/9.3/9.4/9.5/9.6 Volwassenheidsniveaus SURFaudit
Eigenaarschap P11 I\ Patchbeheer
2.1/2.2 10.1/10.2/10.3/10.4/10.5 11.6
Risk Management 5 Security Baselines Infrastructuur
3.1/3.2/3.3 11.1 e ol
4 Periodiek beocordeeld
Roadmap Business Continuiteit Jp4{1ll Security Policy Sl
1.3 14.1/14.2/14.3/14.4/14.5 11.10/11.11/11.12
Toetsing m Cloud Leveranciers Computer Operations
1.5 15.1/15.2/15.3/15.4 13.1/13.2/13.3




mbo&igitaat GRC tooling

e ERBIJ GEBUIKEN
Comp“a nce e NBA framework scoren en
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e Simpel risicomanagement
¢ 3 lines / taken
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Geavanceerd BREEDTE IBP
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mbouigitaat  Technische weerbaarheid
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10. Spionage
Security Expertise Centrum

(30 incidenten)

Data volume

Logsources _—
(Splunk) \
i Personal
Scoping, delivery and monitorin A —_ &
Detection Pe / & :
(MDE) Ay | <
Signatures, anomaly detection,
behavioral analysis, Intelligence M 4 a D
— m o |
N Whitelisting, tuning, continuous S KI L L S
o validation of current filtering setup
- w ¥ Data Scientist T~ Grouping, correlation m

CTMp LOADING ...

/—b Analysis

/—P Follow up and mitigation




mboiizitaat Samen met SURF

Security Expertise Centrum

Sorteren -

Category
Asset Management
Backup & Restore
Communications Security
Crisis & Incident Response
Cryptography
Data Protection
Endpoint Security
Human Resource Security
Identity & Access Management
Logging & Monitoring

Network Security

Controls

foek naar een antwoord

CYBERSAVE
YOURSELF

SB.1.001 Acceptable use policy

Asset Management Low  Organisation v1.0(Q12023)

SB.1.002 Governance of Processes and Systems

Asset Management Low  Organisation v1.0(Q12023)

SB.1.004 Asset inventory

Asset Management Low  Organisation v1.0(Q12023)

HIDE YOUR
TRACKS

Exporteren -

CYBERCRISISOEFENING
VOOR ONDERWIJS EN ONDERZOEK



mboigitaal 1S €F behoefte aan CISO as a Service??
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